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CoverCa Risk Management Assessment and Control
The international standard for information security management is defined in the ISO 27001 and they provide security control objectives for a wide range of IT applications. Thus, clauses 6.1.3 b) and c) ISO 27001 denote that an organization like CoverCa can go beyond the controls of the standard to define appropriate levels of security, developing its solutions or using other sources of knowledge. The Risk Management Framework is an important criterion that decides how the United States government's IT frameworks ought to be architected, secured, and checked. At first created by the Department of Defense (DoD), the RMF was received by all federal information systems in the United States in 2010. Today, RMF is maintained by the National Institute of Standards and Technology (NIST) and provides a solid foundation for any data security strategy. For CoverCa, the risk management assessment and control will be as follows:
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Figure 1.1: Risk management assessment and control protocol for CoverCa
Information and Risk Assessment
The ISO 2700 and the SP800 series are similar and their role is to cover information security administration and operation practices, but in several documents (Ross, 2016). The report offers specific guidelines for the integration of information security administration with organizational activities in collaboration with NIST 800 SP and the SP 800-39 series were set with the objective of managing information security vulnerabilities (Ross, 2017). For CoverCa’s risk mitigation, the NIST 800 SP and the SP 800-39 series will be used in a six-step risk methodology as outlined below:
· Categorize: CoverCa’s information systems will be prioritized based on impact assessment as outline in the SP 800-60 rev.1 report.
· Select: Baseline and its impact assessment will be used to define the security controls needed for implementation. The SP 800-53 Rev.4 report will be used as reference for this step (Ross, & Johnson, 2018).
· Implement: The implementation of IT security controls and preparation of policy documents will be handled as outlined in the SP 800-160 report.
· Evaluation: During this step, the head of IT department will confirm that all prioritized controls are implemented according to details are found in the SP 800-53 A rev.4 report (Ross, 2016).
· Authorize: The head of IT department will analyze and accept risk scenarios, and authorize for their mitigation using available risk mitigation information systems. 
· Monitor: Regular monitoring of the company’s systems and their operating environment will be conducted to determine the compliance and effectiveness of controls according to specifications outlined in the SP 800-137 (Ross, 2016).
Security Implementation
Since ISO 27001 requires but does not prescribe any methodology (clause 6.1.2) it can be adopted by CoverCa. If CoverCa as of now has a risk assessment methodology, the company can keep it and utilize it as outlined in the security controls index (Ross, 2016). CoverCa's security implementation must take a comprehensive view to be successful, and for that, the more contributions to characterize controls, the better (Ross, 2017). The SP 800 report provides a free elective wellspring of extra data security for risk assessment process and for its configuration. CoverCa will be able to actualize and oversee security controls that are equal to those of ISO 27001 and ISO 27002 to help the organization to be ready to mitigate IT security risks all more dependably and cost-effectively (Ross, & Johnson, 2018).
CoverCa‘s security implementation must organize all safeguards into seven categories:
	Type of Control
	Number of controls

	Awareness and Training
	15

	Audit and Accountability
	10

	Access control
	25

	Security Assessment and Authorization
	7

	Identification and Authentication
	10

	Contingency planning
	23

	Configuration planning
	21


Figure 1.2: CoverCa‘s Security Implementation
Risk Tolerance
The purpose of the threat identification process is to map all sources of potential threats that are inherent in information technology resources, and that may impact them negatively. A wide variety of threats surround information assets, and each threat has a different potential to attack each of the assets (Ross, 2016). Technical and non-technical vulnerabilities associated with the information technology environment can be identified through some methods of gathering information. CoverCa will follow a risk analysis and mitigation plan as outlined below:
Interviews
In this approach, interviews are carried out with the interlocutors responsible for the technological processes and resources (Ting, & Comings, 2019). The objective of interviews is to identify the way the resources and processes are operated and managed (Ross, & Johnson, 2018). On-site visits are also necessary to obtain information on physical aspects of the 43 locations where technological resources are hosted and to identify possible vulnerabilities related to physical facilities.
Documentation Review
The approach involves reviewing existing documentation, such as prior risk assessment reports, system test results, security policies; environment diagnostic tools test reports, and audit reports (Ross, 2017). These can provide meaningful information about the security controls used and enable planning for a safe Information Technology environment (Ting, & Comings, 2019).
Use of Automated Scanning Tools
Automated techniques can be used to collect practical information about systems. For example, a network mapping tool can identify services that run on a broad group of "hosts" and quickly provide a diagnosis of significant methods (Ross, 2016). However, it should be noted that some automated vulnerability identification tools can generate some alerts called "false positives (Ross, & Johnson, 2018)." This stems from the fact that such devices do not assess the context in which the vulnerability was identified, but only the vulnerability.
Questionnaires That Address Security Controls Used
The approach involves the distribution of questionnaires that address issues pertinent to the security controls used. These questionnaires must be sent to the managers responsible for the technological processes and resources (Ross, 2017). Because the use of a survey is an impersonal process, it should be used, preferably in situations where access to the manager is challenging.
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